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Quantum computing: A real threat to Bitcoin? 

Quantum computing is forcing Bitcoin toward a transition the network has never faced before: a 
cryptographic migration with a clear deadline. While the technical challenge may ultimately be solvable, the 
political implications are far more complex. This governance dimension remains widely underestimated in 
the public debate. As hardware roadmaps from IBM and Google make the threat increasingly tangible, the 
Bitcoin community still lacks a broadly accepted framework for coordinating a timely migration. 

Quantum computers could eventually undermine 
today’s public-key cryptography, putting digital 
signatures, encrypted systems, and crypto networks 
under pressure. For Bitcoin, this issue is particularly 
relevant because part of the supply is already 
associated with publicly visible keys. A migration 
toward quantum-resistant addresses is therefore 
not merely a technical upgrade, but a governance 
test for the entire network. It affects specific 
holdings, including roughly 1.1 million BTC that have 
not moved since 2009 and are widely believed to be 
linked to Satoshi Nakamoto. 
 
From an institutional perspective, however, the 
quantum threat is only half the story. Bitcoin’s core 
vulnerability lies less in cryptography than in 
coordination: thousands of nodes, hundreds of 
mining pools, dozens of wallet providers, and 
millions of holders would need to align on a common 
migration path before a technological breakthrough 
forces the issue. If that coordination fails, the result 
could be a scenario far more severe for investors 
than the attack itself: a hard fork. 
 
For investors, the key questions are what becomes 
technically possible, which holdings are affected, 
and how Bitcoin ultimately responds. The debate is 
therefore shifting from theoretical possibility toward 
long-term preparedness and the market’s 
confidence in Bitcoin’s ability to coordinate a 
credible transition. 
 

What is a fork?​
A fork is a change to the rules of a blockchain 
network. In a soft fork, old and new rules remain 
broadly compatible. In a hard fork, this is no 
longer the case. If participants fail to agree on the 
same version, the network can permanently split 
into two separate chains. 

 
Quantum computing in simple terms 
A classical computer operates with bits, meaning 
switches that are either 0 or 1. A quantum computer 
works with qubits, which can represent multiple 
states simultaneously. For most everyday 
applications, this makes little difference. For certain 
mathematical problems, however, this approach to 
computation can be transformative. One of those 
problems is the cryptography underlying Bitcoin 
addresses. 
 
Bitcoin relies on elliptic curve cryptography based 
on the secp256k1 curve. A public key can be derived 
from a private key, while reversing the process is 
considered practically impossible for classical 
computers. A sufficiently powerful quantum 
computer could eventually break this one-way 
function using the so-called Shor algorithm. Anyone 
able to derive a private key from a public key could 
gain control over the associated coins. 
 
The key question is when this becomes technically 
feasible. A Google Quantum AI publication from 

 



 

March 2026 significantly lowered estimates for the 
required computational scale. Earlier assumptions 
pointed to systems requiring tens of millions of 
physical qubits. More recent research discusses 
Bitcoin-relevant attack scenarios at below 500,000 
physical qubits. Current hardware remains far from 
that threshold, yet roadmaps from IBM and Google 
suggest the gap is gradually narrowing. The distance 
between today’s systems and a machine capable of 
threatening Bitcoin remains substantial, but the 
need for long-term planning is becoming 
increasingly concrete. 
 
Where Bitcoin is actually vulnerable​
Not all Bitcoin holdings are equally exposed. The key 
factor is whether the public key is already visible on 
the blockchain. Particularly vulnerable are very old 
holdings from Bitcoin’s early years, where public 
keys were exposed from the outset. Addresses that 
have already spent coins and either retained 
balances or were reused are also more susceptible. 
By contrast, newer addresses that have never sent 
transactions are generally less exposed. 
 
The overall scale is increasingly well defined through 
external estimates. Deloitte previously estimated 
that around 25% of the total BTC supply could be 
exposed. More recent analyses from Google 
Quantum AI, Project Eleven, and the Human Rights 
Foundation place potentially quantum-exposed 
holdings at roughly 6.5 to 6.9 million BTC. That 
represents around one-third of all Bitcoin ever 
mined and, at a BTC price of USD 80,000, an 
exposure exceeding USD 500 billion. What matters is 
not only the total amount, but also the composition 
of these holdings. A significant share originates 
from Bitcoin’s earliest phase and is therefore closely 
tied to the Satoshi question.​
​
This is precisely why the quantum debate extends 
far beyond cryptography. The issue is not only 
whether vulnerable coins could theoretically be 
compromised, but also how the network should treat 
holdings that are highly likely lost, yet remain 
technically spendable. At that point, Bitcoin moves 
from a purely technical discussion into a governance 
and property-rights debate with direct implications 
for market structure, institutional custody, and 
investor confidence. 
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The Satoshi problem 
At the center of the issue is Satoshi Nakamoto, the 
anonymous creator and original operator of the 
Bitcoin network. In 2013, cryptographer Sergio 
Demian Lerner identified the so-called Patoshi 
Pattern, a mining pattern across roughly 22,000 
early blocks that points to a single dominant miner. 
These holdings are widely attributed to Satoshi 
within Bitcoin research, even though a definitive 
identification is impossible. The associated 
addresses are estimated to hold around 1.1 million 
BTC, distributed across thousands of old P2PK 
addresses containing roughly 50 BTC each. At a BTC 
price of around USD 80,000, this represents 
approximately USD 88 billion. None of these coins 
have moved since 2009/2010. 
 
These holdings have been quantum-exposed from 
the very beginning because the public keys of P2PK 
addresses are directly visible on-chain. What makes 
the situation politically sensitive is this exact 
combination: large, old, and highly likely lost 
holdings that nevertheless remain technically 
spendable. Together, they account for roughly 5.7% 
of Bitcoin’s total supply, with ownership that can 
never be conclusively verified. 
 
Two paths, one decision 
At this point, the discussion shifts from technical 
feasibility to a governance question. At its core, the 
Bitcoin community faces a choice between two 
possible paths: 

 



 

Path A. Freezing with a transition period: Under a 
soft fork, quantum-exposed holdings would become 
unspendable after a multi-year migration phase. 
Holders would have sufficient time to move their 
coins to quantum-resistant address formats. Those 
who fail to do so, whether due to inactivity, lost keys, 
or lack of access, would lose the ability to spend 
their coins. Satoshi’s holdings would remain 
on-chain, but would no longer be movable. 
 
Path B. No action, quantum bounty: The 
quantum-vulnerable holdings remain transferable. 
Once a sufficiently powerful quantum computer 
exists, an actor could technically take control of 
these coins. Proponents argue that this is in line 
with market principles and consistent with the “your 
keys, your coins” doctrine. Critics counter that this is 
not, in fact, a recovery of lost coins, but rather an 
appropriation. Furthermore, an attacker would be 
unable to clearly distinguish between lost and 
actively held holdings. 
 
Both paths have consequences. Path A breaks with 
the principle of absolute immutability. Path B 
accepts a potential shock amounting to several 
hundred billion dollars, with significant 
consequences for pricing, confidence, and 
institutional adoption. 
 
The real riskis governance 
From an institutional perspective, the key issue is 
not the quantum attack itself, but how the network 
responds to it. Bitcoin has no central 
decision-making authority. Changes to the protocol 
only work if mining pools, node operators, wallet 
providers, and holders voluntarily agree on a new set 
of rules. This consensus mechanism is Bitcoin’s core 
strength, yet in the context of a quantum migration 
it also becomes its central risk factor. 
 
History offers a warning. The 2017 Bitcoin Cash hard 
fork emerged from a far less existential debate, 
namely block size. The result was a chain split and a 
lasting fragmentation of the community. From an 
institutional perspective, a similar scenario during a 
quantum migration would be significantly more 
disruptive. 

A split between a “frozen coins” chain and an “all 
coins spendable” chain would have several 
immediate consequences: 
 

●​ Custody risk: Custodians need to determine 
which chain should be treated as the 
legitimate version of Bitcoin. Withdrawal 
pauses and legal reviews likely follow. 

●​ ETF implications: Spot Bitcoin ETFs 
replicate a specific version of BTC. A chain 
split forces issuers into regulatory and 
allocation decisions with potentially 
significant consequences. 

●​ Indices and benchmarks: Index providers 
need to make rapid methodology decisions, 
potentially triggering adjustments across 
linked investment products. 

●​ Treasury accounting: Companies holding 
BTC on their balance sheets need to 
determine how both chains should be valued 
and accounted for. 

 
Unlike in 2017, such a split would now hit Bitcoin in a 
far more institutionalized market environment. The 
risk would therefore not be merely technological or 
ideological, but operational: banks, asset managers, 
ETF issuers, and corporate treasuries would need to 
decide within a short period of time which version of 
Bitcoin they hold, value, and continue to support. 
 
Our view: governance progress will become the key 
signal 
In the near term, Quantum computing is not an 
immediate reason to sell Bitcoin. Current hardware 
remains insufficient for an attack on relevant 
holdings. For investors, the key question is therefore 
whether Bitcoin can establish a credible migration 
path in time. This will be one of the central 
indicators to monitor over the coming years. 
 
Such a transition is unlikely to unfold over months, 
but rather across multiple years. BIP-361, a Bitcoin 
Improvement Proposal and formal protocol upgrade 
proposal, outlines a phased transition after 
activation: first, new payments to 
quantum-vulnerable addresses would be restricted, 
followed later by limitations on today’s Bitcoin 
signature schemes such as ECDSA and Schnorr.  

 



 

In the proposed structure, the migration window 
spans several years. This is not a weakness, but the 
necessary consequence of a decentralized network 
in which wallets, exchanges, custodians, miners, and 
users must migrate in coordination. 
 
For price formation, the credibility of the 
preparation matters more than the technical 
breakthrough itself. Positive signals would include 
concrete protocol proposals, broad developer 
support, wallet implementations for 
quantum-resistant addresses, clear positioning 
from major custodians, and visible alignment among 
mining pools and exchanges. Negative signals would 
include ideological deadlock, competing fork 
proposals, or a lack of support from critical market 
infrastructure. 
 
The more robust path: ordered migration instead 
of a quantum bounty 
From an institutional perspective, an orderly 
freezing of quantum-exposed holdings after a 
lengthy transition period represents the more robust 
path. Jameson Lopp, Bitcoin security researcher 
and co-founder of custody provider Casa, argues in 
“Against Allowing Quantum Recovery of Bitcoin” that 
quantum-compromised coins would not constitute a 
neutral recovery of lost holdings, but rather a 
redistribution of wealth toward the first actor with 
sufficient computational power. Lost coins reduce 
effective supply. Quantum-compromised coins 
would reverse that effect and dilute all remaining 
holders. 
 
The approach remains controversial because it 
breaks with the principle that possession of the 
private key alone determines control over coins. The 
alternative, however, would likely be riskier. Without 
a coordinated migration path, Bitcoin could enter a 
phase in which technology, property rights, liquidity, 
and market confidence are simultaneously called 
into question. For investors, the key conclusion is 
therefore not to dismiss Bitcoin because of Quantum 
computing today, but to closely monitor governance 
progress. What ultimately matters is whether the 
network can agree early enough on a clear, neutral, 
and technically viable migration path. 
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